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Data privacy notice  
for private individuals based on the  
EU General Data Protection Regulation (GDPR) and  
Federal Act on Data Protection (FADP) 
 
The following data privacy notice is intended to provide you with an over-
view of the processing of the personal data held at our company and the 
resulting rights under the new General Data Protection Regulation of the 
EU (GDPR) and the Federal Act on Data Protection (FADP). Which data are 
processed specifically and the way in which they are used depends essen-
tially on the services and products to be provided or agreed. Our company 
is legally committed to protecting your privacy and to a duty of confiden-
tiality and for this reason implements a large number of technical and 
organisational data protection policies in relation to all data processing 
operations of personal data. 

Within the context of our business relationship we are reliant upon pro-
cessing personal data which are required for opening and implementing 
the business relationship and for complying with the related statutory or 
contractual obligations as well as for providing services or executing or-
ders. Without these data we will generally not be in a position to enter 
into or maintain a business relationship, process an order or offer services 
and products. 

Should you have any questions about particular data processing or want 
to exercise your rights, as described below under point 5, please contact:  

Controller: 
Principal Vermögensverwaltung AG 
Stockerstrasse 57, 8002 Zurich 
Phone: +41 44 500 19 40 
E-Mail: info@principal.ch  
 
1. Which data are processed (categories of data) and from which 
sources do they originate (source)? 

We collect and process personal data that we obtain within the context 
of our business relationship with our clients. Personal data may be pro-
cessed at every stage of a business relationship and differ according to 
the group of people concerned. 

As a basic principle, we process personal data that are made available to 
us by you through contracts, forms, your correspondence or other docu-
ments submitted. Insofar as is necessary for the provision of a service, we 
also process personal data that are generated or transmitted as a result 
of the use of products or services or that we have duly obtained from 
third parties (e.g. a trust company), from public agencies (e.g. UN and EU 
sanctions lists). Finally, personal data from publicly available sources (e.g. 
registers of companies for associations, press, internet) may be pro-
cessed.  

In addition to client data, we also process, if applicable, personal data of 
other third parties involved in the business relationship, such as for ex-
ample data of authorised agents, representatives, legal successors or 
beneficial owners of a business relationship. We request that you also 
inform possible third parties of this data privacy notice.  

We use the term „personal data“ to refer to the following categories of 
data in particular: 

• Personal details (e.g. name, date of birth, nationality)  

• Address and contact details (e.g. physical address, telephone num-
ber, e-mail address)  

• Identification data (e.g. passport or identity card data) and authenti-
cation data (e.g. specimen signature)  

• Data from public sources (e.g. tax number)  

• Information on services and products used (e.g. investment experi-
ence and investment profile, data concerning executed transactions) 

• Information on composition of household and relationships (e.g. in-
formation on spouses or partners and further family information, au-
thorised signatories, legal representatives) 

• Information about the financial characteristics and the financial situ-
ation (e.g. portfolio and account numbers, origin of assets) 

• Information on professional and personal background (e.g. profes-
sional activity, hobbies, wishes, preferences)  

• Technical data and information on electronic communication with us 
(e.g. records of accessing of services or changes) 

• Image and audio files (e.g. video or telephone recordings)  
 
2. For what purposes and on what legal basis are your data processed? 

We process personal data in accordance to the provisions of the GDPR 
and the DPA for the following purposes and on the following legal bases 
(Art. 6 FADP): 

• For the performance of a contract or in order to take steps prior to 
entering into a contract within the context of providing and broker-
ing portfolio management services, investment advisory and other fi-
nancial services, which may be provided by an asset management 
company. The purposes for data processing are primarily determined 
by the specific service or product (e.g. securities) and can include 
needs analyses, advisory, portfolio management and administration 
and the execution of transactions, among other things.  

• For compliance with a legal obligation or in the public interest, in 
particular to adhere to statutory and supervisory requirements (e.g. 
to adhere the FADP, the FinSA, anti-money laundering provisions, 
market abuse provisions, tax laws and agreements, control and re-
porting obligations, risk management. Should you not make the nec-
essary data available to us, we have to fulfil respective regulatory du-
ties and might be forced to cease the business relationship.  

• For the purposes of the legitimate interests pursued by us or a third 
party for specifically defined purposes, in particular for determining 
product development, marketing and advertising, business and risk 
control, reporting, statistic and planning, prevention and solution of 
criminal offences, video monitoring to allow or deny access to the 
premises and the aversion of danger, telephone recordings. 

• Based on your consent, which you gave to us in order to provide port-
folio management services or on the basis of instructions, such as for 
example the disclosure of data to service providers or contracting 
parties of the asset management company. You have the right to 
withdraw your consent at any time. This shall also apply to the with-
drawal of declarations of consent that we received before the appli-
cation of the FADP, i.e. before 1 September 2023. The withdrawal of 
consent shall only be effective for the future and shall not affect the 
lawfulness of data processed before the withdrawal of consent.  

We reserve the right to further process personal data that have been col-
lected for one of the above purposes for the other purposes too if this is 
consistent with the original purpose or permitted or provided for by law 
(e.g. reporting obligations).  

 
3. Who obtains access to personal data and how long are they stored 
for? 

Bodies both within and outside the Principal Group may obtain access to 
your data. Within the Principal Group, only bodies or employees may pro-
cess your data if they required them to comply with our contractual, stat-
utory and supervisory obligations and to protect legitimate interests. 
Based on the respective legal provisions, other companies, service pro-
viders and vicarious agents may also obtain personal data for these pur-
poses. Processors may be companies in the categories portfolio manage-
ment services, distribution agreements, IT services, logistics, printing ser-
vices, advisory and consulting, and distribution and marketing. Further-
more, recipients of your data in this context may be other banks and fi-
nancial service institutions to whom we transfer personal data for imple-
menting the business relationship (e.g. custodian banks, brokers, stock 
exchanges, information agencies).  

Where there is a statutory or supervisory obligation, public agencies and 
institutions (e.g. supervisory authorities and tax authorities) may also re-
ceive your personal data.  
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Data will only be transferred abroad if 

• it is for the implementation of pre-contractual measures or for the 
performance of a contract, the provision of services or processing of 
orders (e.g. execution of securities transactions) 

• you have given us your consent (e.g. for client services by another 
company) 

• it is necessary for important reasons of public interest (e.g. on the 
basis of money laundering prevention) or  

• is required by law (e.g. transaction reporting obligations). 

We process and store the personal data throughout the duration of the 
business relationship provided certain data are not subject to shorter re-
tention periods. It should be noted that our business relationships can 
last for years. In addition, the storage period is determined according to 
the necessity and purpose of the respective data processing. If the data 
are no longer required for compliance with contractual or statutory obli-
gations or to safeguard our legitimate interests of those of third parties 
(achievement of the purpose) or if granted consent is withdrawn, they 
are erased periodically, unless further processing or storage is necessary 
on the basis of contractual or statutory retention periods and obligations 
of documentation or on the grounds of preserving evidence for the dura-
tion of the applicable statute of limitations. The retention period pursu-
ant to Art. 958f CO is generally ten years. Depending on the type of data, 
other retention and limitation periods may apply. 
 
4. Is automated decision-making, including profiling, carried out?  

As a basic principle, our decisions are not based solely on automated pro-
cessing of personal data. If we do use these types of procedure in individ-
ual cases, we shall inform you separately, according to the provisions by 
law.  
 
5. What data protection rights do you have?  

You have the following data protection rights with regard to your per-
sonal data (Art. 25 to 32 FADP): 

• Right of access: You may obtain from us information as to whether 
and to what extent personal data concerning you are being processed 
(e.g. categories of personal data concerned, purpose of processing 
etc.). 

• Right to rectification, erasure and restriction of processing: You have 
the right to obtain the rectification of inaccurate or incomplete per-
sonal data concerning you. In addition, your personal data must be 
erased if these data are no longer necessary in relation to the pur-
poses for which they were collected or processed, you have with-
drawn your consent or these data are being unlawfully processed. 
Furthermore, you have the right to obtain restriction of processing.  

• Right of withdrawal: You have the right to withdraw your consent for 
the processing of your personal data for one or more specific pur-
poses at any time if processing is based on your explicit consent. This 
shall also apply to the withdrawal of declarations of consent that 
were submitted before the application of the FADP, i.e. before 1 Sep-
tember 2023. Please note that the withdrawal of consent is only ef-
fective for the future. Processing that was carried out before the 
withdrawal is not affected. The withdrawal does not have any effect 
on data processing based on other legal bases either.  

• Right to data portability: You have the right to receive your personal 
data, which you have provided to us, in a structured, commonly used 
and machine-readable format and to have those data transmitted to 
another controller.  

• Right to lodge a complaint: You have the right to lodge a complaint 
with the competent Swiss supervisory authority. The competent data 
protection authority in Switzerland is the Federal Data Protection and 
Information Commissioner (FDPIC). 

Contact details of the FDPIC: 
 
Federal Data Protection and Information Commissioner 
Feldeggweg 1 
CH - 3003 Bern 
Phone: +41 58 462 43 95 
www.edoeb.admin.ch 

 

Information or objection requests should be made in writing to us. We 
will also assist you in any other data protection issues you may have.  

 

Zurich, November 2023 


